Biometric ldentification
In Citrix Environment

BioLink Citrix Logon
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' Normally, to gain access to Citrix applications
- and terminal server sessions:

Conventional user identification means,
such as login and password, are used.

Passwords are shared, lost,
forgotten and written down
next to the workplace.

Overall security is poor since users
do not care to keep their
login information secure.
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‘Password Identification in Citrix (2)

To improve the situation by:

m
held-desk

calls

Try BioLink Citrix
Logon to make your
Citrix environment:

1. highly-protected
against malicious
users;

2. easily-accessed by
authorized
personnel.
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BioLink Citrix Logon - Purpose

A component for delivering secure

' application access to Citrix by way
of enhancing it with a
FINGERPRINT when accessing:

74 » Citrix session on a client side;
 Citrix session on a server side:
e Citrix session via Web-Interface.

£
UL B o 7 A
u BioLink Citrix Logon provides fingerprint logon security for Citrix
desktops and published applications. x
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;iometric |dentification on a Client Side
| Architecture

—p |CA Traffic
—— 7 Local traffic

Citrix Server

. Authorization request; Authenteon Server

Digital template transfer for identification;
. Transfer of user account information; g
. Transfer of user account information. ~ ceemeews
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Advanced&omeme|ometr|c |dentification on a Server Side

Architecture

—— |CA traffic
——— Local traffic

Workstation Citrix Sorver
1. Authorization request; Authenteon Server
2. Transfer of the fingerprint template,
3. Transfer of the fingerprint template for identification; g
4. Transfer of the user account information.  eemeen
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Example (1)

To start Microsoft Excel in Citrix environment:

f

1. Launch BioLink Citrix Logon on a
desktop;

2. Click Excel to launch an application;

[Deniurm Cikrix
Logon (Clienk
Side]

% Biolink Citrix Logon
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B

3. Place your finger on the

biometric scanner as the
Verify windows prompts you.

'|.+ . BioLink Citrix Logon

- [BX]

2 [ (3] (3] (3

Verify [z| 12
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E Please gently touch scanner to
2| identify yourself,

H

H
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4 BioLink Citrix Logon

Example (2)

4. Upon successful verification,
you'll be offered to select the
required user account.
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T Citrix MetaFrame is
connecting to Excel;

£ BioLink Citrix Logon

\ b/ YnpasneHue 104
y MOAKMINEHHARM

BLCLSVEA Evncel Motepad  X20035R133

Connecting to Excel

Citrix‘MetaFrame-

Connection established, Megotiating capabilities. .,
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Example (3)

6. Excel starts.

F4 Microsoft Excel - Knural

E'E:] ®arin  [paska Bwa Bcraeka  Sopuat  CepeMc fladHele
Dﬁnl}|§|n'|@ ;EArialer
Al - F

A B [ ¢ [ D [ E |

4

[

—
=

—
—_

—
(]

—
(5]

—
i =N

1 b
o4y W nerd Juct2 £ et /4| | _'lJ_‘

loToBo | ”

BiolLink >

7. 000 ISRy o, gy ey e M I

(4]



Karin Weiss-Yacobi
Placed Image


Biometric ldentification via Web

Architecture

== |C A traffic
— | gcal traffic
e HTTPHTTPS traffic

7 %@;

Workstati Access Gat
orkstation Eway Citrix S

. Authorization request;

. Fingerprint template transfer;
Authenteon Server

. Fingerprint template transfer for
iIdentification;

. User account information transfer.
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Example (1)

?, 1. In Citrix Web interface, click the BioLogin button;
o g citRix | Web Interface

for MetaFrame® Presentation Server

Log in @) Welcome

D> EioLogng 1ﬂ Please log in

User name: To log in to MetaFrame Presentation Server, enter the credentials

|| | required, and then click Log In.

Password: If you do not know your log in infarmation, please contact your help
| | desk or system administrator,

Domairn:

| | Message Center

The Message Center displays any information or error messages that
may occur.

Advanced Options =»>=

. 2. Then click Scan. 3. Place your finger on the scanner to

get identified.

LN

BioLogin . - -
g Q | BioLink>
g | 2 Normal Login m Advanced Biomelric Solutions
. % .' ; Please gently touch scanner to
. |__‘> [ Coan ] <:E| E identify vourself,
x. _J &
Scanning ...
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Example (2)

4. Upon successful identification,
! select the user account to start 5. Choose Microsoft Excel from the

the required application; list of available applications;
BioLogin @ Applications ﬁ Mb '@
Normal Login & o Bl s
ARIUM ' vk
¥2003srv198 ' wwk IZ %
BLCLSYSA Excel
Tty again
Feconnect H Disconnect ][ Log Off ]

6. Connection to Excel;
CiTIl!X' Web Interface

for MetaFrame® Presentation Server

Applications Connecting to Excel
L AR | P entation €
al T u . =
S Ter e Citrix*MetaFramer
E Conneckion in progress. .. nalized view
BLCLSYSA glicelilase
I Fpplications
an applicati
Reconnact ] [ Dizconnact ] Lag Off l view the _Iatest a_ppllc:atlnns._ Click ¢ Co-METRICA, LLC
N | vour settings. Click a folder icon tc
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Example (3)

7. Microsoft Excel via Citrix Web is launched.
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Contact Information

Bio-Metrica LLC

email: info@bio-metrica.com
Phone: +1-407-209-3373
WEB: www.bio-metrica.com

Dlo-METRICA, LLC HQ: Orlando Florida USA
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